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SysAdmin Worst Practices
(cod de proaste maniere profesionale)
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Instalare servere cu distributii desktop
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Instalare servere cu distributii desktop

 Fedora, Ubuntu (non-LTS), etc
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Instalare servere cu distributii desktop

 Fedora, Ubuntu (non-LTS), etc

 Upgrade / reinstall in maxim 18 luni
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Instalare servere cu distributii desktop

 Fedora, Ubuntu (non-LTS), etc
 Upgrade / reinstall in maxim 18 luni

» Pachete nedisponibile dupa EOL
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Install & Forget (Really)

AS S I St Departamentul tau T www.itassist.ro



http://bash.org/?5273

<erno> hm. I've lost a machine.. literally lost . it
responds to ping, it works completely, | just can't
figure out where in my apartment it is.
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Install & Forget (nemonitorizare)

» Disponibilitate / Servicii
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Install & Forget (nemonitorizare)

e Disponibilitate / Servicii

e Actualizari / Patch-uri
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Install & Forget (nemonitorizare)

 Disponibilitate / Servicii
« Actualizari / Patch-uri

 Raid/ S.M.A.RR.T
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Install & Forget (nemonitorizare)

 Disponibilitate / Servicii
« Actualizari / Patch-uri

 Raid/ S.M.A.R.T

 Load / Performanta
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Install & Forget (nemonitorizare)

 Disponibilitate / Servicii
* Actualizari / Patch-uri
 Raid/ S.M.AR.T

* Load / Performanta

e Monitorizare fara alertare
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Securitate

AS S I St Departamentul tau T www.itassist.ro



Securitate

e Parole slabe

e root / admin
e fest/ test
e user/user123
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Securitate

 Parole slabe

e root / admin
e fest/ test
e user/user123

o Utilizatori cu shell

AS S I St Departamentul tau T www.itassist.ro



Securitate

 Parole slabe

e root/ admin
e test/ test
e user/user123

o Utilizatori cu shell

 SSH disponibil de oriunde
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Job security through obscurity
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Job security through obscurity

» Solutii exotice, cu suport limitat
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Job security through obscurity

e Solutii exotice, cu suport limitat

e Nedocumentare

 Proceduri
e Scripturi
e Date de acces
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Backup
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Backup

 Nu mi se intampla tocmai mie
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Backup

 Nu mi se intampla tocmai mie

 Avem backup, insa doar la mediu (raid), nu si

pentru date
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Backup

 Nu mi se intampla tocmai mie

 Avem backup, insa doar la mediu (raid), nu si

pentru date

 Avem Raid, avem versiuni anterioare de date,
dar nu avem backup pentru functionalitati sau

echipament
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Backup

e continuare ...

 Avem backup, dar restaurarea datelor nu

functioneaza
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Backup

e continuare ...

 Avem backup, dar restaurarea datelor nu

functioneaza

e Putem restaura, dar dureaza 3 zile
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e Colecteaza si corecteaza worst practices de
aproape 4 ani

 Externalizare completa sau specializata IT

- - _
RedBull SIEMENS Xerox @,)

LOREAL

UNIVERSAL MUSIC GROUP



Multumesc
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